NHOOPMAIIMOHHASA TAMSATKA
JJIS1 OBYUYAIOIUXCA AJIA PASMELIEHUSA
HA O©PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXxIpIM TOJOM MOJIOJCKUA B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a MIKOJBHUKU OJHU U3
CaMbIX AaKTUBHBIX IOJb30BaTenedl Pynera. Mexay TeM, NOMUMO OrpPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET W MPOOJeMBl. JTa MaMsATKa JIOJDKHA IOMOYb TeOe 0e30TacHO
HaXOJUTHLCS B CETH.

KomnbrorepHbie BUpPYyChI

KomnbroTepHsiii BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPAMM, OTIIMUUTEITHLHOMN
OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosHeHue K 3TOMYy,
BHPYCHI MOT'YT TTOBPEAUTH WJIH MOJTHOCTHIO YHUUYTOKUTH BCE (Pailyibl ¥ TaHHBIE, TIOJIKOHTPOJIbHBIE
10JIb30BATENI0, OT UMEHU KOTOPOTOo ObLiIa 3almylieHa 3apakeHHasi IporpaMMma, a TakKe MOBPEeIUTh
WK JJa)Ke YHUUYTOKUTh OTEPAIMOHHYIO CUCTEMY CO BceMHM (paiimamu B 1eiaoM. B OonblinHCTBE
CIIy4aeB pacHpOCTPaHAIOTCS BUPYChI Uepe3 UHTEPHET.

MeTopI 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Ucnonb3yili COBpEMEHHBIE OINMEPAMOHHBIE CUCTEMBI, MMEIOIIHE CEPhE3HBIM YPOBEHB
3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocrosiHHO ycTaHaBiuMBail mautu (UKM(POBBIE 3aMJaTKH, KOTOpPbIE ABTOMATUYECKU
YCTaHaBIIMBAIOTCA C 1IEJIbI0 JOPaOOTKU MpOrpamMmbl) U Apyrue 0OHOBIIEHUS! CBOEH OINepaliMOHHOM
cucteMbl. CkauuBail WX TOJIBKO ¢ odummanpHOro caita paspadotunka OC. Ecnu cymecTByer
PEXHUM aBTOMATHYECKOTO OOHOBIJICHHUSI, BKIIIOUH €T0;

3. PabGoTaii Ha CBOEM KOMIIBIOTEpE IO/ MPaBaMHM MOJIL30BaTENs, @ HE aJMUHUCTpATOpa. ITO
HE MMO3BOJIUT OOJILIIMHCTBY BPEAOHOCHBIX IPOTPaMM HHCTAITUPOBATHCS HAa TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Wcnonp3yid aHTUBUPYCHBIE MPOTrpaMMHbBIE MPOAYKThl M3BECTHBIX MPOU3BOIUTENECH, C
ABTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub GpU3NYECKUN JOCTYI K KOMIBIOTEPY JJ1sl TOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHeIIHWE HOCUTENU MH(GOpMaluuU, Takue Kak duienika, Tuck uinu (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (DAIIbI, IOJydYEHHBIC U3 HEHAJC)KHBIX HCTOYHHUKOB. Jlake
Te (hailiibl, KOTOpbIE IpUCIal TBOM 3HAaKOMBIN. Jlydllle yTOUHU y Hero, OTIPABIISLI JIU OH TE€OE UX.

Cern WI-FI

Wi-Fi - 310 He BU niepeauu TaHHBIX, HE TEXHOJIOTHs, a BCETO JIHIIbL OpeH 1, Mapka. Eie B
1991 rony nupaepnaniackas kommanus 3apeructpupoana Opena "WECA", uro o6o3Hayano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBouTcs kKak "O0ecrpoBOAHAs TOYHOCTB'.

Jlo Hamiero BpeMeHH Jolia apyras aOOpeBuaTypa, KOTOpas SBISETCS TaKOW ke
TexHojorueil. 3to abopesuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO C HAMEKOM Ha CTaHIApPT
BhICIIEH 3ByKOBOM TexHuku Hi-Fi, uro B mepeBoie 03HavaeT "BbhICOKast TOUHOCT".

Ja, GecrnaTHBIM HMHTEPHET-AOCTYN B Kade, OTENIX U a’ponopTax SBISETCS OTIMYHOU
BO3MOKHOCTBIO BBIX0/Ia B MHTepHET. HO MHOTHE 3KCIIepThI CYMTAIOT, UTO 00MIen0cTymHbIe Wi-Fi
CETH HE SABISIOTCS OE30MaCHBIMHU.

CoBeTblI 110 Oe30macHOCTH paboOThI B 00MIe10CTYMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuunyro nHpopmaruio yepe3 odmenoctynasie Wi-Fi cetu. Paboras
B HUX, XeJaTeIbHO HE BBOJAUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKUe-TO HOMEPA;

2. Vcnonw3yii u OOHOBISH aHTUBUPYCHBIE MPOTpaMMBI U OpaHaMayep. TeM cambIM ThI
obe3omacuiib ceds OT 3aKaYyky BUpPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmioun ¢ysknuio "OOmmit poctyn kK daitnam u



npuntepam". JlanHast (QyHKOMS 3aKphiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOPHIE II0JIb30BATEIN
aKTUBHUPYIOT €€ JUIs y100CTBa HCIIOJIb30BaHMs B paboTe min yueoe;

4. He ucnionp3yii myonuunsiii WI-FI s nepenaun IMYHBIX TaHHBIX, HAIPUMED JUTSL BBIXOa
B COLIMAJIBHBIEC CETH WM B SJICKTPOHHYIO I1OYTY;

5. Ucnonb3yii ToJibko 3amuiienHoe coeaunenue uepe3 HTTPS, ane HTTP, T.e. npu nabope
BeO-apeca BBou uMeHHO "https://";

6. B moOmisHOM Tenedone otkmoun Gynknuio "[logxmouenne k Wi-Fi aBromatruecku".
He nomyckaif aBToMaTn4eckoro MoAKIIOYeHNs yCTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormacus.

CounajanHble ceTH

ConuanbHble CETH aKTUBHO BXOJAT B Hally JKHW3Hb, MHOTHE JIIOAU PaOOTAIOT U KUBYT TaM
nocrosiHHO, a B Facebook yxe 3aperucTpupoBaH MIUTHAPA YEJIOBEK, YTO SIBJISETCS OIHOU
celbMOM BceX JKHUTeNed IIaHeThl. MHOTHE NOJb30BaTeNM HE MOHUMAIOT, YTO MH(popMaius,
pa3MelieHHasl UMU B COIIMAJIbHBIX CETSAX, MOKET ObITh HalJIeHa U UCIIOJIb30BaHA K€M YIOJHO, B
TOM 4HCJIe HE 0043aTeNIbHO C OJIaruMU HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMATIBHBIX CETAX:

1. Orpanuysb cucok apy3eil. Y Te0st B Apy3bsAX HE TOJKHO OBITh CITy4ailHbIX U HE3HAKOMBIX
JTIOEH;

2. 3amuiail cBoro YacTHYIO *u3Hb. He yka3piBail mapoiu, TenedoHsl, ajgpeca, JaTy TBOETO
POXKJIEHUS U APYryl0 JUYHYIO HHGOpPMalN0. 3T0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
nH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIbI;

3. 3amuiai CBOIO PeIyTaIiio - IEPKH €€ B YUCTOTE U 33/1aBail cebe BOMPOC: XOTEN ObI ThHI,
4yTOOBI ApPYyrue MOJb30BaTEeNM BUAETH, YTO Thl 3arpyxaemb? [logymail, mpexae 4yeM 4YTO-TO
OMyOJIMKOBATh, HAMKCATD U 3arPY3UTh;

4. Ecnu Thl TOBOPHUIIB C JIFOJIbMU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3Yi CBOE PEATbHOE UM U
JPYTyIo JIUYHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U Mpouee;

5. U36erait pasmemenus dotorpaduii B IHTEpHETE, TIe THI N300paKeH HA MECTHOCTH, T10
KOTOPOW MOYHO OINPEAEIUTh TBOE€ MECTOTIOJIOKEHHUE;

6. [Ipu peructpauuu B COIMAIBHON CeTH HEOOXOAMMO MCIIOJIB30BATh CIOXKHBIE MApOJIH,
cocrosimue u3 OyKB ¥ UQP U C KOJTUUECTBOM 3HAKOB HE MeHee §;

7. JIns conumanbHOM CeTH, MOYTHI U JIPYTUX CAMTOB HEOOXOAMMO HCIOJIB30BaTh pa3HbIC
naponu. Torga eciau Te0s B3IOMAIOT, TO 3JI0YMBIIIJICHHUKU TOJIYYaT JOCTYM TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IeHbI' |

DJNEeKTPOHHBIE JIEHBIM - 3TO OUY€Hb YIOOHBIM cHOCcOO Miarexei, OJHAKO CYyIIECTBYIOT
MOUICHHUKH, KOTOPBIE XOTAT NOJIYYUTh 3TU JICHBTH.

DJNEeKTPOHHBIE JAEHBI'M HOSBUIMCH COBCEM HEJABHO M MMEHHO H3-3a 3TOTO BO MHOTHX
rOCy/IapCTBax JI0 CUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (YHKIMOHUPYIOT U O HUX YK€ IPOIMUCAHO B 3aKOHE, TN UX Pa3lelsioT
Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE Y HE aHOHUMHBIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspemaercs IpPOBOAUTH oOlepauuu 0e3 UACHTU(HUKAIMKU [0Jb30BaTeNs, a B
HEaHOHUMHBIX UIEHTH(PUKALIMS TOJIb30BaTENs ABISIETCS 0053aTEIbHOM.

Taike cnenyer pasnuyarh 3JEKTPOHHbIE (HUaTHBIE JEHbIUM (PaBHBI TOCYAApPCTBEHHBIM
BaJIOTaM) M JIEKTPOHHbIE HE(pUaTHBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ IEKTPOHHBIMU JICHbIaMHU:

1. IlpuBsku K cuyeTy MOOMIBHBIN TenedoH. DTO camblil ynoOHBIH M OBICTPBI crOcO0
BOCCTAaHOBHUTH JIOCTYN K cuery. l[IpuBsizanHbIi TenedoH MOMOXET, eciu 3alyaems CBOMH
TUTaTEXKHBIHM MapoJib WIK 3aii/IelIb Ha CAliT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Ucnonb3yit ogHopas3oBbie maponu. [locne nmepexoja Ha yCHIIEHHYIO aBTOPH3AIMIO Tebe



yXxe He OyJeT yrpoXaTh OaCHOCTh KPa)ku MJIM IIepexBaTa IJIaTeKHOTO IapoJis;

3. Beibepu cnoxHblit naposib. [lpectynaukam OyaeT He MPOCTO yrajaTh CIOXKHBIN MapoJb.
HanesxHble mapoiu - 3T0 Hapoiy, KOTOPBIE COJEpKaT HE MEHEe 8 3HAKOB U BKIJIIOYAIOT B ce0s
CTPOYHBIE U MPOTIUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK JI0Ju1apa, GyHTa,
BOCKIIMIIATEINIbHBIH 3HaK u T.1. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJaHHbBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILb.

DJIeKTPOHHAA MOYTA

DNEeKTpOHHAs M0YTa - 3TO TEXHOJIOTHUS M IPENOCTaBISEMbIE €0 YCIYTU IO MEPECHUIKE U
MIOJIyYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpPbIE pacHpelesioTcs B KOMIBIOTEPHOH CETH.
OO6b14HO AIIEKTPOHHBIN MOYTOBBIA  SLIUK BBITJISIAUT CJIETYIOIIUM oOpa3zom:
UMs_TIOJIb30BaTeNs(@UMs_JTOMEeHa. Takke Kpome Iepellaud MpOCTOro TEKCTa, HMEeeTcs
BO3MOXHOCTb TiepeiaBaTh (ailsibl.

OcCHOBHBIE COBETHI 110 O€30TIaCHOM padOTe C AMEKTPOHHON MOYTOM:

1. Hago BeIOpaTh mpaBUiIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OTPOMHBIN BBIOOD
OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJJHAKO JyYIlle JOBEPATh TEM, KOI'O 3Haellb U KTO NEPBbIi B
pEeNTHHrE;

2. He ykaspiBail B nuM4HON moute JWuyHyto uHbopmauuioo. Hanpumep, nydie BbIOpaTh
"My3bIKabHBIN _paHat@" wim "pok2013" BmecTo "Temal3";

3. Mcnoib3yi IBYX3TAHYIO aBTOPU3ALMIO. DTO KOTIAa TOMUMO NapoJisl HY’)KHO BBOJAWUTH KO/,
MpUchUIaeMbIid 0 SMS;

4. BpiOepu CIOXHBIA TMapoJib. [[s1 KaXJ0ro IMOYTOBOTO SIUKA JOJDKEH OBITh CBOU
HAJIC’KHBIM, YCTOMYUBBIN K B3JIOMY NApOJIb;

5. Ecnm ecThb BO3MOKHOCTh HaIKMCaTh CaMOMY CBOW JIMYHBIA BOMPOC, UCIOJB3YH ATy
BO3MO>KHOCTb;

6. Hcnonp3yld HECKOJIBKO TMOYTOBBIX SIIIUKOB. [lepBhIid [Jisi 4acTHOM TMEPENHUCKUA C
azgpecaTaMy, KOTOPBIM Thl JIOBEpsCIIb. DTO 3JEKTPOHHBIA aJpec HE HAN0 HCIOJIb30BaTh INpPHU
peructpanuu Ha Gopymax u cairax;

7. He oTkpbiBaii (aiinel U Ipyrue BIOKEHUS B MUCbMAX, )€ €CJIM OHU MPUIILIA OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TU (aiiibl;

8. Ilocne oxoHuaHust pabOTHI HA TOYTOBOM CEPBHCE NEpe]] 3aKPHITUEM BKJIAIKH C CAlTOM HE
3a0yap HakaTh Ha "BeiidTu".

KnOepOy/UIMHT WK BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymiauHr - npecienoBaHie COOOIICHUSIMHU, COACPKAIIUMU OCKOPOIIEHUS, arpecculo,
3alyruBaHue; XyJIUraHCTBO; COLManbHOE OOMKOTHPOBAHME C TIOMOIIBIO PA3TMYHBIX WUHTEPHET-
CEPBHUCOB.

OcHoBHBIE COBETHI 10 60pHOE ¢ KHOEPOYIITUHTOM:

1. He 6pocaiics B 60il. JIyumuii cnoco6: mocoBeTOBaThCS Kak ce0si BECTH U, €CIM HET TOTO,
K KOMY MOXHO OOpaTuTbcs, TO BHadaje YCIOKOUThCSA. Ecmu Tbhl HayHellb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €lle 00JIbIlIe pa30skiKellb KOH(IMKT;

2. Yrpasisiii cBoelt kubeppernyranuei;

3. AHoHuUMHOCTh B ceTh MHHMas. CyYIIECTBYIOT CMOCOOBI BBISICHUTH, KTO CTOHMT 3a
QHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTH XYJIUTAaHCKUI 00pa3 BUPTyalbHOM )XU3HU. IHTepHET GUKCHUPYET BCE TBOU
NEUCTBUS M COXpaHSIEeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTENHHO;

5. CoGumro1aii cBOIO BUPTYAIbHYIO YECTh CMOJIOJLY;

6. Urnopupyit enuHnuHbId HeratuB. OJHOPa30Bble OCKOPOUTENbHBIE COOOLICHUS JIyYllle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaniaeTcsi Ha Ha4aabHOUW CTaNH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMH COOOLICHHMSMH, B COL[HMAIIBHBIX



CeTSAX €CTh BO3MOKHOCTb OJIOKMPOBKH OTIPABKU COOOIICHUI C OTPE/ICIICHHBIX aJPECOB;

8. Ecmu Te cBugerens kubOepOymumHra. TBOM JAEHCTBHS: BBICTYIHTH IPOTHB
npecienoBarens, MOKa3aTh €My, 4YTO €ro JEHCTBHS OLIEHUBAIOTCS HEraTUBHO, MOJIEPXKATb
KEpTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKast IOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpecCHBHOTO
MOBEJICHHSI B CETH.

MoouibHblii TesedoH

CoBpeMeHHbIE CMapT(OHBI U TUIAHIIETHI COJIEPXKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIIHOHAI,
U Ternepb OHU MOTYT KOHKYPUpPOBAaTh CO CTallMOHApPHBIMU KoMIlbloTepamu. OJHAKo, CpeicTB
3aLUTHI AJ1s TOJOOHBIX YCTPOMCTB M0KA 0YEHb Maslo. TeCTUPOBAaHUE U MOUCK YA3BUMOCTEN B HUX
MIPOUCXOUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To jxe camoe kacaeTrcs 1 MOOUITBHBIX MPUIIOKEHU.

CoBpemeHHbIe MOOWIIbHBIE Opay3epbl yXKe MPaKTUYECKH JOTHAJIU HACTOJbHBIE aHAJIOTH,
OJIHAKO pacipeHue (yHKIHOHAIA BJIEUET 3a COO0O0M OOJIBIIYI0 CIO0XXHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENN BBIMYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOLIUE KPUTHUYECKUE
YSI3BUMOCTH JJIsl CBOMX YCTPOMNCTB.

OcHOBHBIE COBETHI ISl 0€30TTaCHOCTH MOOMIIBHOTO Telle(hoHa:

Huyero He siBnsieTcst mo-HacTosemMy OecriaTHBIM. Byns octopoxeH, Beap korga tede
npearaiT OecryiaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO IJIATHBIE YCIYTH;

Hymaii, npexae ueM oTnpaButh SMS, ¢poTto miu Buaeo. Thl TOYHO 3HAEIb, A€ OHU OyAyT
B KOHEYHOM UTOTE?

Heob6xo1umMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETr0 cMapT(hoHa;

Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsI MOOMIILHBIX TeNle()OHOB;

He 3arpyxaii mpuioxeHHs: OT HEM3BECTHOTO HMCTOYHMKA, BEllb OHM MOTYT COJEpXKaTh
BpPEJOHOCHOE MPOTpaMMHOE 00eCIIeUeHHE;

[Tocne Toro kak THI BBIMACHIb C caiiTa, TAe BBOJAWJ JMYHYIO HH(POpPMAIHIO, 3aiId B
HacTpoiiku Opay3epa u yaanu cookies;

[leproauuecku npoBepsii, Kake IIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;

JaBaii cBoil HOMep MOOUIIBHOTO TeliehoHa TOJIBKO JIIOASAM, KOTOPHIX Thl 3HACUIb U KOMY
JOBEPSCIIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTJa Thl UM HE MoJb3yeribes. He 3a0piBaii nHOTIA
MIPOBEPSATH ATO.

Online urpsl

CoBpemMeHHbIE OHJIAMH-UTPBl - 3TO KPAaCOYHBIE, 3aXBaTbIBAIOLINE Ppa3BICUYCHHUS,
00BEIMHSIOIINE COTHU THICSY YENIOBEK 0 BceMy MHpY. VIrpoKu HCCleAyloT JaHHBIM UM MHD,
00IIat0TCs IPYT C IPYTrOM, BBINOJHSAIOT 3a/1aHUs, CPAXKAIOTCA C MOHCTPAMHU U MIOJY4atoT OIBIT. 32
yJIOBOJIBCTBUE OHM IUIATAT: MOKYMAIOT AUCK, OIUIAYMBAIOT A0OHEMEHT WM NpUOOpeTaoT Kakue-
TO OILUU.

Bce atH cpencTBa uayT Ha ojaJep KaHue U pa3BUTHE UTPHI, a TAK)KE Ha caMy 0€3011acHOCTb:
COBEpPILEHCTBYIOTCS CUCTEMbI aBTOPHU3AIMM, BBITyCKAIOTCS HOBBIE MaTuu (LM(POBbIE 3arIaTKU
JUIsL IPOTPaMM), 3aKpbIBAtOTCA yA3BUMOCTH CEPBEPOB.

B nog06HbIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPaXki TBOETO
napoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMH OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnu apyroii urpok BeeT cedst MII0X0 UITH CO3AaeT Tebe HEMPUITHOCTH, 3a0JI0KUPYH ero
B CIIMCKE UT'POKOB;

2. Ioxamyiicss aIMUHUCTPAaTOPaM UTPbl Ha IJIOXOE TMOBEIEHUE 3TOTO UTPOKA, KEJIATEIHHO
MIPUJIOKUTH KAKHUE-TO J0KA3aTENbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii TMuHYI0 HHPOPMALKIO B TIpodaiiiie urpsl;



4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopUITMATBHBIE TATYU W MOJIBI;

6. croib3yil ClI0KHBIE U pa3HbIE 11apOJIN;

7. Jlaxxe BO BpeMs HIpbl HE CTOMT OTKIKOYaTh aHTUBHpycC. l1loka Tel Wrpaemb, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN Kpaka IUIHbIX JaHHBbIX

OOBIYHOM KpaXkel JICHET U JIOKYMEHTOB CETOHS YK€ HUKOTO HE YIWBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI  3JIOYMBIIUICHHUKH TIE€PEMECTIIINCh B HWHTEPHET, W MPOJOJDKAIOT
3aHUMAThCA "MIOOMMBIM" IEJIOM.

Tak mosiBHIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIWHT, TJIaBHAs IIEJb
KOTOPOTO COCTOUT B IOJyYCHWH KOH(HICHIMATHHBIX JaHHBIX I0JIb30BATENCH - JIOTHHOB H
naposeil. Ha anrnuiickom si3pike phishing unraerca xak ¢umunr (ot fishing - peibHas noBs,
password - mapoJis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIMHIOM:

1. Cneu 3a cBOMM akKayHTOM. Eciiv ThI 1o103peBaetiib, 4TO TBOSI aHKeTa Obljia B3JIOMaHa,
TO HEOOX0MMO 3a0JI0KHUPOBATh €€ U COOOLIUTh aAIMUHHUCTpATOpaM pecypca 00 3TOM KaK MOKHO
CKoOpee;

2. Ucnonw3yit Ge3omacHbie BEO-CalThI, B TOM YHCIIe, HHTEPHET-Mara3unHOB U TOMCKOBBIX
CHCTEM;

3. Ucnonp3yii clokHBIE W pa3Hble Mapoyid. TakuM oOpa3oMm, eciu TeOs B3JIOMAIOT, TO
3TIOYMBIIIJIEHHUKH TIOJTYYaT JOCTYI TOJBKO K OTHOMY TBOEMY MPO(DHITIO B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3jIOMalId, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
N00aBJICHBI Y T€OSI B IPY3bSIX, O TOM, YTO T€Os B3JIOMaJIM M, BO3MOXKHO, OT TBOErO UMEHH OyIeT
paccbUIaThCs CliaM U CChUIKU Ha (PUIIUHTOBBIE CAlTHI;

5. YcranoBu HanexHbIH maposb (PIN) Ha MoOMIbHBIH TenedoH;

6. OTKII0YM COXpaHEHHE TapoJs B Opaysepe;

7. He oTkpbIBaii (haiiiel v Ipyrue BIOKEHUS B MUChMaX, J1a)Ke €CJIM OHU MPHIILINA OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTHPAaBIISUIA JTU OHU TeOe 3TU (paitibl.

udposasi penyrauus

Hudposas pemyrauus - 3T0 HeraTUBHAs WM MO3WTHUBHAs HMH(opMauus B ceTu o Tebe.
Kommnpomerupytomas unpopmaius, pa3MenieHHas B UHTEPHETE, MOJKET CEepbhe3HbIM 00pazoM
OTpa3uThCs Ha TBOEU peanbHOM xu3HU. "lludpoBas penyranus" - 3TO TBOW UMHIK, KOTOPBIN
dbopmupyetcs u3 nHpopmMaluu o Tebe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHUE, 0COOCHHOCTH XapaKTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue moApoCTKH JIETKOMBICIEHHO OTHOCATCA K MyONUKAalUU JTUYHON WMH(pOpManuu B
WuTepHere, He MOHUMAas BO3MOKHBIX TIOCTEACTBUNA. ThI Jajke HE CMOXKEIIIb 0TaIaThCS O TOM, UTO
doTorpadus, pasmelieHHas 5 JeT Ha3all, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTtapuu, pa3smenienue 1Boux Gotorpaduii u 1pyrue AeMcTBHs MOTYT HE HMCUE3HYTh
Jla’ke MOCIe TOT0, KaK Thl UX yJaNuIIb. Thl HE 3HaEIIb, KTO COXpaHWII 3Ty WH(OPMAIIHIO, ITonaia
U OHa B MOUCKOBBIE CHUCTEMBl M COXpaHHIACh JIM OHA, a IJIaBHOE: YTO MOAYMAlOT O Tebe
OKpYKaloIllie JIOU, KOTOphle HAMIyT W yBUIAT 3T0. HaiiTu uH(pOpMaIio MHOTO JIET CIyCTS
CMOKET JIF000 - Kak U3 JOOPHIX MOOYKICHHI, TaK ¥ C HAMEPEHUEM IPUYUHUTH Bpel. DTO MOXKET
OBITH KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE U(POBON pEIyTaIlUN:

1. Moxymaii, mpexae 4yeM 4YTo-TO MyONMKOBAaTh W TepelaBaTh y cebs B Oiore wid B
COIIMAIBHOM CETH;

2. B Hacrtpoiikax npoduiis yCTaHOBU OTPaHUYECHUS Ha MPOCMOTP TBOETO MPOUIS U ero



COJIEP’)KUMOT0, CJIeNall €ro TOJIbKO "isl Ipy3ei";
3. He pa3memaii u He yka3biBail HH()OPMAIIHIO, KOTOPask MOXKET KOT0-JIM00 OCKOPOIISATH HIIN
00MXarth.

ABTOpCKOe NPaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTHBHBIE TOJIb30BaTeNM IU(POBOTO mpocTpaHcTBa. OIHAKO
JIAJIEKO HE BCE 3HAIOT, YTO IOJb30BAHWE MHOTMMHU BO3MOXHOCTAMHU LU(POBOro mMupa Tpedyer
co0I0/IeHNs IIPaB HAa MHTEIUIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMuH "HHTEIUIEKTyalbHass COOCTBEHHOCTh" OTHOCHUTCS K pa3JIU4YHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHAas ¢ HOBBIX MU300pETEHUN U 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTb
Ha TMPOAYKTHl M YCIYyrHM, W 3aKaHuuBasg KHUTaMH, ¢ororpapusiMu, KUHODUIBMAMHU U
MY3bIKaJIbHBIMU POU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEJIEKTYyaJbHYI0 COOCTBEHHOCTh HAa IPOU3BEIECHUS
HayKH, JIUTEPaTypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAYECTBE TAPAHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBII/TBOPUECKUIM TPy aBTOpa HE OyAeT HAmpacHbIM, JAacT €My CIIpaBeIJIMBbIE
BO3MOXHOCTH 3apa0OTaTh Ha pe3ysbTaTaX CBOEro TPy/Aa, MOJYyYUTh U3BECTHOCTh U MpPU3HAHHUE.
Hukro 6e3 pa3pernienust aBTopa He MOKET BOCIIPOU3BOIUTD €r0 IPOU3BEJIEHUE, PACTIPOCTPAHSITh,
nyOJIMYHO JEMOHCTPUPOBATH, MpOJaBaTb, WMIIOPTUPOBATH, IMYCKaTh B MPOKAT, MyOIMYHO
UCIIOJIHATH, TOKAa3bIBaTh/UCIIONHATD B 3(upe uin pazMenaTtsh B MIHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOIO OOecreueHUs MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJOKHpPOBKHM TBOETO YCTPOWCTBa, TIJie
yCTaHOBJIEHA HeleranbHas nporpamma. He cTrouT Taxke 3a0bIBaTh, YTO CYLIECTBYIOT JerajibHble
1 OecIulaTHbIE MPOrPaMMbl, KOTOPbIE MOYKHO HalTH B CETH.

O nopraJe

CeTteBUYOK.p( - TBOMU TJIABHBIM COBETUYHK B CETH. 37IECh Thl MOXKEIIIh Y3HATH O O€30MaCHOCTH
B CETH NOHSTHBIM W JOCTYHHBIM SI3bIKOM, a IMpPH BO3HUKHOBEHHWU KPUTUYECKOM CHUTyalluu
o0paTUThCS 32 COBETOM. A TakKe MPUHATH y4yacTHe B KOHKYpcax U CTaTb CaMbIM IU(POBHIM
rpax JaHuHOM !



